VA New Jersey Health Care System

Research & Development

Request for Approval to Remove Research Data from the VA


1) Date:

2) Protocol: (Note: Submit a separate request form for each study)
	MIRB NUMBER
	TITLE

	
	


3) PRINCIPAL INVESTIGATOR

	Name
	Title
	Telephone number
	E-mail address

	
	
	
	


4) Alternate Contact for PI:

	Name
	Title
	Telephone number
	E-mail address

	
	
	
	

	
	
	
	


Instructions:

Please answer all questions regarding sensitive research information/data used, disclosed, transferred/transmitted, stored, returned/destroyed specific to this study/protocol.
Signatures of PI, immediate supervisor, Service Chief, Privacy Officer, ISO, and ACOS R&D are required.
5) Use:

What type of Sensitive Research Information/data is used in your study/protocol?  How is the information/data used?  Describe the purpose of the study requiring use of sensitive research information/data?
	


6) Transfer/Transmit:
6 a) In what form is the Sensitive Research Information/data transferred or transmitted? (Paper, electronic media, memory stick/”thumb drive”, CD’s, etc)
	


6b) What is the method used to transfer or transmit the Sensitive Research Information/data? (Fed-ex, regular mail, e-mail, website, laptop, other)
	


6c) If the data is transferred or transmitted by portable media, has the portable media been encrypted?  If other, please describe in detail how the sensitive research information/data is transferred/transmitted.
	


7) Storage:
7a) Is the Sensitive Research Information/data stored in our VA or externally or both?  
 FORMCHECKBOX 
Within our VA  FORMCHECKBOX 
Externally  FORMCHECKBOX 
Both

7b) For sensitive research information/data stored WITHIN OUR VA:

7b1) In what form is it stored? (Paper, electronic, CD’s, DVD, memory stick/thumb drives, Server, Laptop, Desktop computer)
	



7b2) Where is it stored? (Specific location and storage device is required)
	


7c) Equipment Used To Store Research Data 
For each study, Complete Attachment A: Inventory Worksheet for Research Data Storage Devices
7d) On how many different data storage devices is the data located?      
7e) Are any of the storage devices ever connected to the internet via a non-VA Network (e.g., through a private DSL/cable or modem connection? (Y/N)       
8) Source of data

8a)  FORMCHECKBOX 
 Collected through direct interaction of study staff with patients. Specify # of medical centers participating        .

8b)  FORMCHECKBOX 
 Data repository (e.g., obtained from VistA, PBM, AAC, VISN data warehouse, etc); name of repository or repositories      .

8c) Approximate number of individually named electronic data files on which any portion of project’s data is located: (drop down box)   FORMDROPDOWN 

8d) Maximum number of unique patients in dataset: (drop down box)   FORMDROPDOWN 
 . 

8e) Current IRB patient consent status: 


8e1)  FORMCHECKBOX 
  Active Study (If active, select consent procedure) 



8e1a)  FORMCHECKBOX 
 written consent



8e1b)  FORMCHECKBOX 
 waiver of written informed consent



8e1c)  FORMCHECKBOX 
 waiver of informed consent



8e1d)  FORMCHECKBOX 
 waiver of HIPAA authorization


8e2)  FORMCHECKBOX 
  Closed Study (no longer under IRB review)

8g1) Type of individually identifiable data in any component of the electronic database (check all that apply):

 FORMCHECKBOX 
  Names;
 FORMCHECKBOX 
  Addresses*;
 FORMCHECKBOX 
  Dates**;
 FORMCHECKBOX 
  Telephone numbers;
 FORMCHECKBOX 
  Fax numbers;
 FORMCHECKBOX 
  Email addresses;
 FORMCHECKBOX 
  Social Security numbers;
 FORMCHECKBOX 
  Medical record numbers;
 FORMCHECKBOX 
  Health plan numbers;
 FORMCHECKBOX 
  Account numbers;
 FORMCHECKBOX 
  Certificate/license numbers;
 FORMCHECKBOX 
  Vehicle identifiers and serial numbers, including license plate numbers;
 FORMCHECKBOX 
  Device identifiers and serial numbers;
 FORMCHECKBOX 
  Web Universal Resource Locators (URLs);
 FORMCHECKBOX 
  Internet Protocol (IP) address numbers;
 FORMCHECKBOX 
  Biometric identifiers, including finger, voice prints, and retinal scans;
 FORMCHECKBOX 
  Full face photographic images and any comparable images; and
 FORMCHECKBOX 
  Any other unique identifying number, characteristic, or code***

*Addresses - Check if any geographical subdivision is smaller than a state, including street address, city, county, precinct, contains the first 4 or more zip code #’s or their equivalent geocodes. Exception: check if only the initial three digits of the zip codes are included but, according to the current publicly available data from the Bureau of the Census, the geographic unit formed by combining all zip codes with the same three initial digits contains less than 20,000 people.

**Dates - Check if any elements of dates (except year) directly related to an individual are present, including birth date, admission date, discharge date, date of death; check for all ages over 89 that include year indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.

***Unique identifying number- This does not refer to the unique code assigned by the investigator to code the data.

8g2) Does the research project collect HIV and/or substance abuse information? (Y/N)      
9)
Who (within our VA facility) is to have access to the sensitive research information/data (“Use”)? (Specific names are required) (VA NJ HCS is Station Number 561)
	Name (last, first)


	VA Station Number
	Employment status

(indicate VA; WOC; non-VA-specify)
	Indicate Category of Data: 

· PHI

· Coded

· De-Identified.

· Aggregate data

PHI (any HIPAA identifiers)

Coded (can be linked to patient identifiers)
De-Identified (stripped of all 18 HIPAA identifiers)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


10) For sensitive research information/data stored OUTSIDE of our VA facility:


10a) In what form is it stored? (Paper, electronic, CD’s, DVD, thumb drives, Server, Laptop, Desktop computer)

	



10b) Where is it stored? (Specific location and storage device is required)
	



10c) If stored on a laptop computer, has the laptop been encrypted?

 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No



10d) If stored on a Non-VA server, 
have you received a Data Transfer Agreement (DTA) from your sponsor, collaborator, or Affiliated University that the data is secured as required by VHA Directives?

DTA from Sponsor, Collaborator, Affiliated University received  FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No (please provide copy of DTA with submission of this form for approval)

    10e) Who (outside of our VA facility) is to have access to the research information/data (“Disclosure”)? (Specific names are required)

	Name (last, first)


	Position
	Organization
	Indicate Category of Data: 

· PHI

· Coded

· De-Identified.

· Aggregate data

PHI (any HIPAA identifiers)

Coded (can be linked to patient identifiers)
De-Identified (stripped of all 18 HIPAA identifiers)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


11) Return/Destroy:
11a) How long is the sensitive research information/data to be maintained internally?
	


11b) How long is the sensitive research information/data to be maintained externally?  
	


11c) Is it to be returned to the PI after a certain period?  
	


11d) Is it to be destroyed?
	


Information provided by ORD in response to questions from the field

What constitutes sensitive information?  In VA Directive 6504, “VA sensitive information” is defined as data that require protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  The term includes (1) information whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, (2) proprietary information, (3) records about individuals requiring protection under various confidentiality provisions such as the Privacy Act and the HIPAA Privacy Rule, and (4) information that can be withheld under the Freedom of Information Act (FOIA).  Health information de-identified in accordance with VHA Handbook 1605.1 Appendix B would not be considered sensitive information.  Most results of VA research may be withheld from FOIA responses prior to publication, but not subsequently.  Once published, this type of information is not considered “sensitive”
SIGNATURE PAGE

	Principal Investigator
	
	

	
	
	

	Signature
	Printed Name
	Date

	
	
	

	Immediate Supervisor
	
	

	
	
	

	Signature
	Printed Name
	Date

	
	
	

	Service Chief
	
	

	
	
	

	Signature
	Printed Name
	Date

	
	
	

	ACOS/R&D
	
	

	
	
	

	Signature
	Printed Name
	Date

	
	
	

	Kathleen DeVierno, VA ISO
	
	

	
	
	

	Signature
	Printed Name
	Date

	
	
	

	Spring Chen-Strickland
VA Privacy Officer
	
	

	
	
	

	Signature
	Printed Name
	Date
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