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PRIVACY OF SUBJECTS & 
CONFIDENTIALITY OF DATA

To approve research, the IRB must determine that, where appropriate, there are adequate provisions to protect the privacy of subjects and the confidentiality of data consistent with 38 CFR 17.33(a), .33(f), .278, and .500-.511.  (See appendix for a description of these Department of Veterans Affairs regulations.) (AAHRPP II.3.D; II.3.E.)

This standard operating procedure (SOP) has been prepared to assure compliance with the requirements of Standards for Privacy of Individually-Identifiable Health Information (HIPAA Privacy Rule), 45 CFR Parts 160 and 164, and other laws regarding protection and use of veterans’ information, including Privacy Act of 1974, 5 U.S.C. 552a; VA Claims Confidentiality Statute, 38 U.S.C. 5701; Confidentiality of Drug Abuse, Alcoholism and Alcohol Abuse, Infection with Human Immunodeficiency Virus (HIV), and Sickle Cell Anemia Medical Records, 38 USC 7332; and Confidentiality of Healthcare Quality Assurance Review Records, 38 USC 5705.  

A Health Insurance Portability and Accountability Act (HIPAA) Authorization request for the use and or disclosure of Protected Health Information (PHI) must be discussed with subjects as part of the informed consent process.  The original signed HIPAA Authorization form, if not part of the informed consent form, and the original signed informed consent form are to be kept in the investigator’s records, and a copy or copies are to be scanned into the electronic medical record [as described in the Consent SOP]. 
Requirements for subjects with IDMC. For a study involving subjects with impaired decision-making capacity (IDMC), only the Personal Representative can sign and date the HIPAA Authorization.  A Personal Representative is someone who has been granted the legal authority to act on behalf of the subject (e.g., an individual with Power of Attorney for health care decisions, a legal Guardian, an Executor of the estate, or an individual acting on behalf of the subject through other applicable laws).  The IRB may consider granting a waiver of obtaining HIPAA Authorization.  The qualifications for who may sign as a Legally Authorized Representative for Informed Consent “surrogate” [see Informed Consent SOP] are different than the qualifications for an individual to sign as the Personal Representative for the HIPAA Authorization.
Obtaining HIPAA Authorization may be waived by the IRB, based on the HIPAA Privacy Rule regulations which stipulate that a waiver may be given when all four of the following items are met:
1. No more than minimal risk to privacy based on, at least
a) Written plan to protect identifiers
b) Written plan to destroy identifiers as soon as possible
i) NOTE: All research records must be kept (not destroyed) until the release of VA regulations on retention of research records. 
ii) The Central Office Forms, Publications and Records Management Office is responsible for developing policies and procedures for effective and efficient records management throughout VHA.  The January 5, 2011version of the VHA Records Control Schedule 10-1 released by the Central Office Forms, Publications and Records Management Office does not provide authorization for destruction of any facility research records.  
iii) Any destruction of research records, including identifiers, must follow requirements provided in a subsequent version of the VHA Records Control Schedule 10-1.
iv) Any destruction of research records will occur no earlier than 6 years following study closure.
c) Written assurance to the IRB that the PHI will not be re-used or disclosed except:
i) As required by law
ii) For authorized oversight of the research
iii) For other research that has been reviewed and approved by the IRB with specific approval regarding access to the PHI
2. Research cannot practicably be done without the waiver
3. Research cannot be done without the PHI
4. Uses and disclosures of PHI must be limited to the minimum necessary to achieve the research purpose

The decision to grant a waiver from obtaining HIPAA Authorization and the justification must be fully documented in the minutes of the IRB meeting where the action was taken or reported (if approved by expedited review). [VHA Handbook 1200.05]

HIPAA Waiver requests (Memorandum To Institutional Review Board Requesting a Waiver of Authorization to Release Medical Records or Health Information) will be reviewed and signed (when appropriate) by the FOIA/Privacy Officer as part of the Post IRB Approval Privacy Review.  The Post IRB Approval Privacy Review is described in another section of this SOP.

REQUIREMENTS FOR HIPAA AUTHORIZATION
1.  Written Authorization. A written HIPAA authorization signed by the individual to
whom the information or record pertains is required when VA health care facilities need to utilize individually-identifiable health information for a purpose other than treatment, payment, or health care operations (e.g., research) (VHA Handbook 1605.1).

a)  In accordance with 45 CFR 164.508(b)(3)(ii), an authorization for a use or disclosure of psychotherapy notes may not be combined with any other authorization for a use or disclosure unless the other authorization is also for a use or disclosure of psychotherapy notes.

b) The HIPAA authorization for the use or disclosure of individually-identifiable health information for a VA research study must be a standalone document (i.e., not combined with any other type of written permission for the same research study, including the research informed consent form).

c) An IRB does not have the authority to approve a HIPAA authorization unless it is incorporated into the informed consent document. Since this Handbook requires the HIPAA authorization and the informed consent form to be separate documents, the IRB cannot approve a HIPAA authorization for a VA research study. However, the IRB may waive the requirement for a HIPAA authorization (see subpar. 37b).

d) The IRB must ensure the protocol and informed consent form are consistent with the HIPAA authorization.

NOTE: Research involving limited data sets may be performed in accordance with VHA
Handbook 1605.1 A limited data set may not be de-identified information or data. VHA may disclose a limited data set for research pursuant to a data use agreement.

VA personnel may obtain and use medical, technical, and administrative records from this or other VA facilities for research purposes.  VA employees at this facility may obtain PHI under the following circumstances.
1. When HIPAA Authorization is provided by the subject.  
2. When a Waiver Of Authorization is approved by the IRB 
3. When the activity is Preparatory to Research 
4. When the research involves a limited data set or de-identified health information 

USE PREPARATORY TO RESEARCH
1. Data repositories (including VA medical records) may be used (i.e., accessed) by VA investigators for activities that are preparatory to VA research without the requirement to obtain either a HIPAA authorization from the subject or waiver of HIPAA authorization by an IRB or Privacy Board. This includes use of PHI for the preparation of a research protocol prior to submission to the IRB(s). “Preparatory to research” activity is the only instance of access for research purposes allowed in VHA without a written HIPAA authorization signed by the individual, a waiver of HIPAA authorization by an IRB or Privacy Board, or approval by the IRB(s). This access is granted only to VHA researchers. Non-VHA researchers may not access VHA data for reviews preparatory to research. Additionally, the following hold true:
a) Representations by the Investigator. The investigator must make the representations necessary for preparatory access as required by the HIPAA Privacy Rule and document it in the investigator's research files. The representations required by the HIPAA Privacy Rule are:
i) The access to PHI is only to prepare a protocol;
ii) No PHI will be removed from the covered entity (i.e., VHA); and
iii) The PHI accessed is necessary for preparation of the research proposed.
b) Aggregate Data. Only aggregate data may be recorded in the researcher’s files, and these aggregate data may be used only for background information, to justify the research, or to show that there are adequate numbers of potential subjects to allow the investigator to meet enrollment targets or sample size requirements.
c) No Recording of Individually Identifiable Health Information. Individually identifiable health information may not be recorded.
d) No Recruiting From Data. Data or information reviewed may not be used for contacting or recruiting subjects.
e) Repository Requirements. Investigators must comply with all other access requirements set by the repository of interest.
f) Agreements. See VHA Handbook 1200.12 regarding requirements for Data Use Agreements (DUA) or Data Transfer Agreements (DTA).
NOTE: Pilot studies are full-fledged research studies that must be approved by the IRB(s), when human subjects are involved. Pilot studies are not considered to be “activities preparatory to research.”
NOTE: No formal IRB determination of exemption from human subject protection requirements is needed if all of the conditions listed discussed above (Use Preparatory to Research) are satisfied.

Obtaining and using medical, technical, and administrative records from other VA facilities or VA databases (national, regional, or subject specific) for R&D purposes must be in compliance with all VHA regulations and with the Standards for Privacy of Individually-Identifiable Health Information (45 CFR Parts 160 and 164).  Obtaining and disclosing individually-identifiable patient records must be in compliance with all applicable and confidential statutes and regulations (including those described in the opening two paragraphs of this SOP).

DISCLOSURES TO RESEARCH MONITORS AND OTHERS FOR VA RESEARCH

Principal Investigators may disclose individually identifiable information to a Research Compliance Monitor, Research Sponsor or other outside entities involved or participating in VA-Research pursuant to a HIPAA authorization obtained in conjunction with an Informed Consent.  The disclosure must be accounted for as outlined in this SOP.

ACCOUNTING FOR DISCLOSURES
VHA Privacy Policy requires VA to track certain disclosures of covered information from VHA records and to provide an accounting of these disclosures to individual subjects of the records, upon request.

An accounting is needed any time individually-identifiable information, including protected health information, contained in a system of records is disclosed to an outside entity including a disclosure pursuant to a HIPAA authorization.

VA Researchers/ Privacy Investigator who disclose individually-identifiable information to approved VA Research sponsors must keep an accounting of disclosures by reporting the necessary information to the Privacy office to ensure an accounting of disclose is maintained.

The log sheet “Accounting of Disclosures” is to be used to record all disclosures in your area. The Accounting of Disclosures log is available through the VA New Jersey Health Care System Research website.  This log is to be maintained in a secured location. Reporting of the disclosure is to be forwarded to the Privacy Office the 2nd Tuesday of every month. The log may be delivered to room 1-271 East Orange Campus or faxed internally to #5271. Should you have any questions you may contact the Privacy Officer at extension 1266 or the Alternate Privacy Officer at extension 3475.

DISCLOSURE TO NON-VHA INVESTIGATORS FOR NON-VA RESEARCH

Requests from non-VHA investigators for facility medical records or other individually identifiable information are to be referred to the FOIA/Privacy Officer, Chief MAS (136) telephone extension 1266, for appropriate action.  Refer to medical center policy Privacy and Release of Medical Information IM-04-03-07 for details regarding disclosure to non-VHA investigators.  This does not apply to those individuals having access for monitoring the research discussed previously in the section titled: DISCLOSURES TO RESEARCH MONITORS AND OTHERS FOR VA RESEARCH.

Requests for information filed pursuant to the Freedom of Information Act (FOIA) must be handled in accordance with VA FOIA implementing guidelines.  Request pursuant to the FOIA Must be forwarded to the FOIA/Privacy Officer, Chief MAS (136).

TISSUE BANKING

Tissue storage must meet the requirements specified in VHA Directive 2000-043: “Banking of Human Research Subjects Specimens” and the related letter from the Chief Research and Development Officer of March 28, 2001 (see Tissue Banking in the Policy section of the Procedures page of the VANJHCS Research website). Specimens stored off-site for future tests not specified in a VA-approved protocol must be only in facilities approved by the VA for tissue banking.

INSTITUTIONAL REVIEW BOARD (IRB) CONSIDERATIONS (AAHRPP II.3.D; II.6.B; II.7.C)

Privacy in research pertains primarily to the methods used to obtain information about subjects. Confidentiality pertains to the treatment of information that an individual has disclosed in a relationship of trust and with the expectation that it will not be divulged to others in ways that are inconsistent with the understanding of the original disclosure without permission. (OHRP IRB Guidebook, Section D. Privacy and Confidentiality)
In reviewing confidentiality protections, the IRB shall consider the nature, probability, and magnitude of harms that would be likely to result from a disclosure of collected information outside the research.  The IRB shall evaluate the proposed use of personally identifiable information.  It shall evaluate the effectiveness of proposed anonymizing techniques, coding systems, encryption methods, storage facilities, and access limitations as well as plans for deidentifying data, plans for final destruction of data and other relevant factors necessary for determining the adequacy of confidentiality protections. 
NOTE: All research records must be kept (not destroyed) until the release of VA regulations on retention of research records.  (See explanatory note on page two.)

The IRB documents in the minutes or IRB file, its evaluation of the appropriateness of the method used to obtain information about subjects and individuals being recruited with respect to privacy.  The IRB will evaluate the methods of identifying subjects for recruitment with respect to access to private medical information that qualifies/disqualifies subjects for a study.  The IRB will assure that there is an adequate plan to protect personally identifiable records and appropriate provisions for protecting the confidentiality of research data.  The IRB will assure that full disclosure of risks of loss of confidentiality is explained during the consent process.  

Circumstances under which the IRB may consider the provision of privacy protections to be appropriate:
· The data is to be obtained in a setting, with methods and in circumstances that respect an individual’s privacy and that is appropriate to the nature of the information being sought.
· The data is to be obtained with informed consent or data to be obtained without informed consent meets the criteria for waiver.  (Researchers ordinarily use information that subjects have disclosed or provided voluntarily for research purposes [i.e., with their informed consent]. Under these circumstances, there is little reason for concern about privacy, other than to assure that appropriate confidentiality of research data is maintained.)  (OHRP IRB Guidebook, Section D. Privacy and Confidentiality)
· In reviewing some protocols, the IRB may consider whether an invasion of privacy is involved. No ready and clear criteria are available for evaluating this question. The IRB must base its decisions on their sense of propriety and the particular circumstances of the study. 
Among the relevant factors are: 
· the private nature of the information sought 
· the likelihood the subjects would regard the release of information as an invasion of privacy 
· the importance of the research and 
· the availability of alternative ways to do the study.
(OHRP IRB Guidebook, Section D. Privacy and Confidentiality)
[bookmark: e4]Note Reference: OHRP IRB Guidebook D. PRIVACY AND CONFIDENTIALITY.The IRB must determine the protocol, the informed consent form, and the HIPAA authorizations are consistent.
ISO and Privacy review
 The Privacy Officer and the Information Security Officer (ISO) must ensure the proposed research complies with all requirements for privacy and confidentiality, and for information security, respectively, by identifying, addressing and mitigating potential concerns about proposed research studies.
· They identify deficiencies and make recommendations to the investigator of options available to correct the deficiencies.
· They follow up with the investigator to ensure the proposed research is in compliance before the investigator initiates the study.
· The Privacy Officer and ISO must provide their summary reports on each study to the IRB staff within a time frame that does not prolong the study approval process.
· They must provide their summary reports prior to the convened IRB meeting at which the study will be reviewed or, in the case of expedited review, prior to or at the IRB approval determination of the IRB Chair or designee.
For exempt studies, they must submit their summary reports to the ACOS for R&D, and ensure the study is in compliance before the study can be initiated.

Post IRB Approval Privacy Review
Each protocol will undergo Privacy Review by the Privacy Officer (PO) after approval by the IRB. (AAHRPP II.3.D)  The Research Compliance Officer may serve as substitute for conducting the privacy review.  The completed Privacy Review assessment will be filed in the IRB protocol file.  
 
[bookmark: OLE_LINK1][bookmark: OLE_LINK3]The following exceptions will not require post IRB approval Privacy Review:
1. Amendments that do not involve a HIPAA Authorization or HIPAA Waiver of Authorization
2. Projects that are closed to enrollment of new subjects 
3. Studies that are in follow-up only (data collection, enrollment, interventions and treatment are complete) 
4. Studies that are in data analysis only (data collection, enrollment, interventions, treatment, and follow-up are complete)
The Privacy Review will consider the following indicators:

	1. 
	Signed IRB Approval Letter

	2. 
	Approval Letter lists approved: Consent Form, HIPAA authorization, HIPAA waiver, Consent Waiver (as applicable)

	3. 
	Stamped Informed Consent Form (if applicable)

	4. 
	Stamped HIPAA Authorization “Attachment A” (if applicable)

	5. 
	Stamped HIPAA Waiver Request “Attachment B” (if applicable)

	
	HIPAA Authorization (to be signed by subject).  When an authorization of the individual is required to release individually-identifiable information, the authorization must be in writing and include the following information:

	6. 
	The identity, i.e., name and social security number, of the individual to whom the information pertains. Note: Social Security number added to template 3/9/07.  This was not in the ORD template.

	7. 
	A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion.  If HIV, sickle cell anemia, drug and /or alcohol abuse treatment information is to be disclosed, this information must be specifically identified in the description.

	8. 
	The name, or other specific identification, of the person(s), class of persons, or office designation(s) authorized to make the requested use or disclosure.

	9. 
	The name or other specific identification of the person(s), class of persons, or office designation(s) to which the agency may make the requested use or disclosure.

	10. 
	Are research compliance monitors/research sponsors authorized by subject to receive III?

	11. 
	A description of each purpose of the requested use or disclosure.  A statement “at the request of the individual” is sufficient when an individual initiates the authorization and does not, or elects not to, provide a statement of the purpose.

	12. 
	An expiration date or event that relates to the individual or the purpose of the use or disclosure.  Examples of appropriate expiration date language are as follows:

	
	The statement “end of the research study” or similar language is sufficient if the authorization is for use or disclosure of individually-identifiable health information for research.

	
	The statement “none” or similar language is sufficient if the authorization is for the agency to use or disclose individually-identifiable health information, including for the creation and maintenance of a research database or research repository.

	13. 
	The signature of the individual, or someone with the authority to act on their behalf, and date signed.

	14. 
	A statement that the individual has the right to revoke the authorization in writing except to the extent that the entity has already acted in reliance on it, and a description of how the individual may revoke the authorization (e.g., to whom the revocation is provided).

	15. 
	A statement that treatment, payment, enrollment, or eligibility for benefits cannot be conditioned on the individual completing an authorization.  Participation in a research study may be conditioned on the individual signing the authorization (see 45 CFR 164.508 (b)(4(i)).

	16. 
	A statement that individually-identifiable health information disclosed pursuant to the authorization may no longer be protected by Federal laws or regulations and may be subject to re-disclosure by the recipient.

	
	

	17. 
	Is a HIPAA Waiver Necessary for Recruitment (identifiers obtained prior to authorization)?
Examine Recruitment Process for all studies!

	
	

	
	HIPAA Waiver of Authorization (45 CFR 164.512(i)(2) Documentation must include ALL of the following:

	18. 
	Identification of the IRB

	19. 
	Date of IRB approval of waiver of authorization (date stamp on authorization form)

	
	Statement that alteration or waiver of authorization satisfies the following criteria:

	20. 
	The use or disclosure of the requested information involves no more than a minimal risk to the privacy of individuals based on, at least, the presence of the following elements:

	20.a.
	An adequate plan to protect the identifiers from improper use and disclosure

	20.b.
	An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise required by law; and

	20.c.
	Adequate written assurances that the requested information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of the requested information would be permitted by the Privacy Rule;

	21. 
	The research could not practicably be conducted without the waiver or alteration; and

	22. 
	The research could not practicably be conducted without access to and use of the requested information.

	23. 
	A brief description of the PHI for which the IRB has determined use or disclosure to be necessary

	24. 
	In accordance with 38 USC 7332 (Applicable to Drug Abuse, Alcohol Abuse, HIV Infection, and Sickle Cell Anemia Records).  The PI provides assurance in writing that the purpose of the data is to conduct scientific research and that no personnel involved in the study may identify, directly or indirectly, any individual patient or subject in any report of such research or otherwise disclose patient or subject identities in any manner.

	25. 
	Identification of the review procedure used to approve the waiver of authorization (either normal review procedures (Full Board) or expedited review procedures).  (On IRB Approval Letter)

	26. 
	Signature of chair of the IRB or member designated by the chair to approve the waiver of authorization.  (On IRB Approval Letter)

	
	Waiver of Informed Consent:   VHA Title 38 CFR 16.116(d) Minimal risk research waiver

	
	An IRB may approve a consent procedure which does not include, or which alters, some or all of the elements of informed consent, or waive the requirements to obtain informed consent provided the IRB finds and documents that:

	27. 
	Waivers of Informed Consent are not approved by the IRB for FDA regulated research.

	28. 
	The study meets Criteria (1):
(1) The research involves no more than minimal risk to the subjects; (IRB determines risk level)

	29. 
	The study meets Criteria (2):
(2) The waiver or alteration will not adversely affect the rights and welfare of the subjects

	30. 
	The study meets Criteria (3):
(3) The research could not practicably be carried out without the waiver or alteration; and

	31. 
	The study meets Criteria (4):
(4) Whenever appropriate, the subjects will be provided with additional pertinent information after participation.

	
	

	32. 
	The study has adequate provisions to protect the privacy interests of subjects (Application to Undertake Research 20 B.  Continuing Rev Request 34 B.)

	33. 
	The study has adequate provisions to protect the confidentiality of data (Application to Undertake Research 20 A.  Continuing Rev Request. 34 A.)




Certificates of Confidentiality.  Where research involves the collection of highly sensitive information about individually identifiable subjects, the IRB may determine that subjects need to be protected from risks of the investigative or judicial processes.  In such situations, the IRB may require an investigator obtain a Department of Health and Human Services (DHHS) Certificate of Confidentiality (CoC).  CoC’s are issued by the National Institutes of Health (NIH).  Information on obtaining CoC’s may be found at the NIH Certificates of Confidentiality website (http://grants.nih.gov/grants/policy/coc/index.htm). 
 For studies with an Investigational New Drug Application (IND) or an Investigational Drug Exemption (IDE), the sponsor can request a CoC from the FDA. CoC’s are issued to protect identifiable research information from forced disclosure.  They allow the investigator and others who have access to research records to refuse to disclose identifying information on research participants in any civil, criminal, administrative, legislative, or other proceeding, whether at the federal, state, or local level.  CoC’s may be granted for studies collecting information that, if disclosed, could have adverse consequences for subjects or damage their financial standing, employability, insurability, or reputation.  By protecting researchers and institutions from being compelled to disclose information that would identify research subjects, CoC’s help achieve the research objectives and promote participation in studies by assuring confidentiality and privacy to participants.
The CoC does not prohibit voluntary disclosure of information by an investigator, such as voluntary reporting to local authorities of child abuse or of a communicable disease.  In addition, the CoC does not protect against the release of information to VA, DHHS or FDA for audit purposes.  Consequently, VAMC designated IRBs shall require that these conditions for release be stated clearly and explicitly in the informed consent document.  

APPENDIX
Title 38 Pensions, Bonuses, and Veterans' Relief
CHAPTER I—DEPARTMENT OF VETERANS AFFAIRS
PART 17 MEDICAL (available through VA New Jersey Health Care System Research website [Veterans Biomedical Research Institute New Jersey (VBRI links) page http://www.vbri.org/links.htm])
§17.33 Patients’ rights.
 (a) General. (1) Patients have a right to be treated with dignity in a humane environment that affords them both reasonable protections from harm and appropriate privacy with regard to their person needs.
 (f) Confidentiality Information gained by staff from the patient or the patient's medical record will be kept confidential and will not be disclosed except in accordance with applicable law.
§17.278 Confidentiality of records
Confidentiality of records will be maintained in accordance with 38 CFR 1.460 through 1.582. (available through VA New Jersey Health Care System Research website [Veterans Biomedical Research Institute New Jersey (VBRI links) page http://www.vbri.org/links.htm] see Code of Federal Regulation Title 38 (VA))
Release of Information from Department of Veterans Affairs (VA) Records Relating to Drug Abuse, Alcoholism or Alcohol Abuse, Infection With the Human Immunodeficiency Virus (HIV), or Sickle Cell Anemia
1.460	Definitions.
1.461	Applicability.
1.462	Confidentiality restrictions.
1.463	Criminal penalty for violations.
1.464	Minor patients.
1.465	Incompetent and deceased patients.
1.466	Security for records.
1.467	Restrictions on the use of identification cards and public signs.
1.468	Relationship to Federal statutes protecting research subjects against compulsory disclosure of their identity.
1.469	Patient access and restrictions on use.
1.470–1.474	[Reserved]
Disclosures with Patient's Consent
1.475	Form of written consent.
1.476	Prohibition on redisclosure.
1.477	Disclosures permitted with written consent.
1.478	Disclosures to prevent multiple enrollments in detoxification and maintenance treatment programs; not applicable to records relating to sickle cell anemia or infection with the human immunodeficiency virus.
1.479	Disclosures to elements of the criminal justice system which have referred patients.
1.480–1.484	[Reserved]
Disclosures without Patient Consent
1.485	Medical emergencies.
1.486	Disclosure of information related to infection with the human immunodeficiency virus to public health authorities.
1.487	Disclosure of information related to infection with the human immunodeficiency virus to the spouse or sexual partner of the patient.
1.488	Research activities.
1.489	Audit and evaluation activities.
Court Orders Authorizing Disclosures and Use
1.490	Legal effect of order.
1.491	Confidential communications.
1.492	Order not applicable to records disclosed without consent to researchers, auditors and evaluators.
1.493	Procedures and criteria for orders authorizing disclosures for noncriminal purposes.
1.494	Procedures and criteria for orders authorizing disclosure and use of records to criminally investigate or prosecute patients.
1.495	Procedures and criteria for orders authorizing disclosure and use of records to investigate or prosecute VA or employees of VA.
1.496	Orders authorizing the use of undercover agents and informants to criminally investigate employees or agents of VA.
1.497–1.499	[Reserved]
Release of Information from Department of Veterans Affairs Claimant Records
1.500	General.
1.501	Release of information by the Secretary.
1.502	Disclosure of the amount of monetary benefits.
1.503	Disclosure of information to a veteran or his or her duly authorized representative as to matters concerning the veteran alone.
1.504	Disclosure of information to a widow, child, or other claimant.
1.505	Genealogy.
1.506	Disclosure of records to Federal Government departments, State unemployment compensation agencies, and the Office of Servicemembers' Group Life Insurance.
1.507	Disclosures to members of Congress.
1.508	Disclosure in cases where claimants are charged with or convicted of criminal offenses.
1.509	Disclosure to courts in proceedings in the nature of an inquest.
1.510	Disclosure to insurance companies cooperating with the Department of Justice in the defense of insurance suits against the United States.
1.511	Disclosure of claimant records in connection with judicial proceedings generally.
1.512	Disclosure of loan guaranty information.
1.513	Disclosure of information contained in Armed Forces service and related medical records in Department of Veterans Affairs custody.
1.514	Disclosure to private physicians and hospitals other than Department of Veterans Affairs.
1.514a	Disclosure to private psychologists.
1.515	To commanding officers of State soldiers’ homes.
1.516	Disclosure of information to undertaker concerning burial of a deceased veteran.
1.517	Disclosure of vocational rehabilitation and education information to educational institutions cooperating with the Department of Veterans Affairs.
1.518	Addresses of claimants.
1.519	Lists of names and addresses.
1.520	Confidentiality of social data.
1.521	Special restrictions concerning social security records.
1.522	Determination of the question as to whether disclosure will be prejudicial to the mental or physical health of claimant.
1.523	[Reserved]
1.524	Persons authorized to represent claimants.
1.525	Inspection of records by or disclosure of information to recognized representatives of organizations and recognized attorneys.
1.526	Copies of records and papers.
1.527	Administrative review.
Release of Information From Department of Veterans Affairs Records Other Than Claimant Records
1.550	General.
1.551	[Reserved]
1.552	Public access to information that affects the public when not published in the Federal Register as constructive notice.
1.553	Public access to other reasonably described records.
1.553a	Time limits for Department of Veterans Affairs response to requests for records.
1.554	Exemptions from public access to agency records.
1.554a	Predisclosure notification procedures for confidential commercial information.
1.555	Fees.
1.556	Requests for other reasonably described records.
1.557	Administrative review.
1.558–1.559	[Reserved]
Safeguarding Personal Information in Department of Veterans Affairs Records
1.575	Social security numbers in veterans’ benefits matters.
1.576	General policies, conditions of disclosure, accounting of certain disclosures, and definitions.
1.577	Access to records.
1.578	[Reserved]
1.579	Amendment of records.
1.580	Administrative review.
1.581	[Reserved]
1.582	Exemptions.
§17.500 – 17.511 Confidentiality of Healthcare Quality Assurance Review Records (available through VA New Jersey Health Care System Research website [Veterans Biomedical Research Institute New Jersey (VBRI links) page http://www.vbri.org/links.htm])
Confidentiality of Healthcare Quality Assurance Review Records
17.500	General.
17.501	Confidential and privileged documents.
17.502	Applicability of other statutes.
17.503	Improper disclosure.
17.504	Disclosure methods.
17.505	Disclosure authorities.
17.506	Appeal of decision by Veterans Health Administration to deny disclosure.
17.507	Employee responsibilities.
17.508	Access to quality assurance records and documents within the agency.
17.509	Authorized disclosure: Non-Department of Veterans Affairs requests.
17.510	Redisclosure.
17.511	Penalties for violations.
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